
 
 
 

1. In a vigenere ciper plaintext is mypassword, and key is stream. What is the cipher 
text- 

 a) d q edrdnfgf b) ergeseohih c) pm g pkpizoz d) fshftfpiji Ans: b 
2. Digital signature is a cryptographic method that ensures 
 a) Data confidentiality, integrity, availability 
 b)data integrity, authentication, nonrepudiation  Ans: b 
 c) data privacy, integrity, accessibility d)Data privacy integrity, approachability  

 
 
 

 
 
 
Cryptography 
The word ‘cryptography’ was coined by combining two Greek words, ‘Krypto’ meaning 
hidden and ‘graphene’ meaning writing. 
 
The roots of cryptography are found in Roman and Egyptian civilizations. 
 

Hieroglyph − The Oldest Cryptographic Technique 

The first known evidence of cryptography can be traced to the use of ‘hieroglyph’. Some 4000 
years ago, the Egyptians used to communicate by messages written in hieroglyph. This code 
was the secret known only to the scribes who used to transmit messages on behalf of the kings. 

 
 
 
The earlier Roman method of cryptography, popularly known as the Caesar Shift 
Cipher, relies on shifting the letters of a message by an agreed number (three was a common 
choice), the recipient of this message would then shift the letters back by the same number 
and obtain the original message. 

 

Steganography 

Steganography is similar but adds another dimension to Cryptography. In this method, people 
not only want to protect the secrecy of an information by concealing it, but they also want to 
make sure any unauthorized person gets no evidence that the information even exists. For 
example, invisible watermarking. 



 

Classic Cryptography Modern Cryptography 

It manipulates traditional characters, i.e., 
letters and digits directly. 

It operates on binary bit sequences. 

It is mainly based on ‘security through 
obscurity’. The techniques employed for 
coding were kept secret and only the parties 
involved in communication knew about them. 

It relies on publicly known mathematical algorithms for 
coding the information. Secrecy is obtained through a 
secrete key which is used as the seed for the algorithms. 
The computational difficulty of algorithms, absence of 
secret key, etc., make it impossible for an attacker to 
obtain the original information even if he knows the 
algorithm used for coding. 

It requires the entire cryptosystem for 
communicating confidentially. 

Modern cryptography requires parties interested in 
secure communication to possess the secret key only. 

 
 

 
 

What is Cryptography? 
Cryptography is the art and science of making a cryptosystem that is capable of providing 
information security. 



Cryptography deals with the actual securing of digital data. It refers to the design of 
mechanisms based on mathematical algorithms that provide fundamental information security 
services. You can think of cryptography as the establishment of a large toolkit containing 
different techniques in security applications. 

What is Cryptanalysis? 

The art and science of breaking the cipher text is known as cryptanalysis. 

Cryptanalysis is the sister branch of cryptography and they both co-exist. The cryptographic 
process results in the cipher text for transmission or storage. It involves the study of 
cryptographic mechanism with the intention to break them. Cryptanalysis is also used during 
the design of the new cryptographic techniques to test their security strengths. 

Note − Cryptography concerns with the design of cryptosystems, while cryptanalysis studies the 
breaking of cryptosystems. 

 
 
A cryptosystem is an implementation of cryptographic techniques and their accompanying 
infrastructure to provide information security services. A cryptosystem is also referred to as 
a cipher system. 
 
 



 
 
Components of a Cryptosystem 

Plaintext 
Encryption Algorithm. 
Ciphertext 
Decryption Algorithm, 
Encryption Key. 
Decryption Key.  (a collection of all possible decryption keys is called a key space) 
 

Types of Cryptosystems 
Fundamentally, there are two types of cryptosystems based on the manner in which encryption-
decryption is carried out in the system − 

 Symmetric Key Encryption 
 Asymmetric Key Encryption 

The main difference between these cryptosystems is the relationship between the encryption and 
the decryption key. Logically, in any cryptosystem, both the keys are closely associated. It is 
practically impossible to decrypt the ciphertext with the key that is unrelated to the encryption 
key. 

Symmetric Key Encryption 

The encryption process where same keys are used for encrypting and decrypting the 
information is known as Symmetric Key Encryption. 

The study of symmetric cryptosystems is referred to as symmetric cryptography. Symmetric 
cryptosystems are also sometimes referred to as secret key cryptosystems. 

A few well-known examples of symmetric key encryption methods are − Digital Encryption 
Standard (DES), Triple-DES (3DES), IDEA, and BLOWFISH. 

 
 



The salient features of cryptosystem based on symmetric key encryption are − 

 Persons using symmetric key encryption must share a common key prior to exchange of 
information. 

 Keys are recommended to be changed regularly to prevent any attack on the system. 

 A robust mechanism needs to exist to exchange the key between the communicating 
parties. As keys are required to be changed regularly, this mechanism becomes 
expensive and cumbersome. 

 In a group of n people, to enable two-party communication between any two persons, the 
number of keys required for group is n × (n – 1)/2. 

 Length of Key (number of bits) in this encryption is smaller and hence, process of 
encryption-decryption is faster than asymmetric key encryption. 

 Processing power of computer system required to run symmetric algorithm is less. 

Challenge of Symmetric Key Cryptosystem 

There are two restrictive challenges of employing symmetric key cryptography. 

 Key establishment − Before any communication, both the sender and the receiver need 
to agree on a secret symmetric key. It requires a secure key establishment mechanism in 
place. 

 Trust Issue − Since the sender and the receiver use the same symmetric key, there is an 
implicit requirement that the sender and the receiver ‘trust’ each other. For example, it 
may happen that the receiver has lost the key to an attacker and the sender is not 
informed. 

These two challenges are highly restraining for modern day communication. Today, people 
need to exchange information with non-familiar and non-trusted parties. For example, a 
communication between online seller and customer. These limitations of symmetric key 
encryption gave rise to asymmetric key encryption schemes. 

Asymmetric Key Encryption 

The encryption process where different keys are used for encrypting and decrypting the 
information is known as Asymmetric Key Encryption. Though the keys are different, they are 
mathematically related and hence, retrieving the plaintext by decrypting ciphertext is feasible. 
The process is depicted in the following illustration − 

 
 

Asymmetric Key Encryption was invented in the 20th century to come over the necessity of pre-
shared secret key between communicating persons. The salient features of this encryption 
scheme are as follows − 



 Every user in this system needs to have a pair of dissimilar keys, private key and public 
key. These keys are mathematically related − when one key is used for encryption, the 
other can decrypt the ciphertext back to the original plaintext. 

 It requires to put the public key in public repository and the private key as a well-
guarded secret. Hence, this scheme of encryption is also called Public Key Encryption. 

 Though public and private keys of the user are related, it is computationally not feasible 
to find one from another. This is a strength of this scheme. 

 When Host1 needs to send data to Host2, he obtains the public key of Host2 from 
repository, encrypts the data, and transmits. 

 Host2 uses his private key to extract the plaintext. 

 Length of Keys (number of bits) in this encryption is large and hence, the process of 
encryption-decryption is slower than symmetric key encryption. 

 Processing power of computer system required to run asymmetric algorithm is higher. 

 
 

Cryptographic Attacks 
The basic intention of an attacker is to break a cryptosystem and to find the plaintext from 
the ciphertext. To obtain the plaintext, the attacker only needs to find out the secret 
decryption key, as the algorithm is already in public domain. 
 
Ciphertext Only Attacks (COA)  
Known Plaintext Attack (KPA)  
Dictionary Attack: In simplest method of this attack, attacker builds a dictionary of 
ciphertexts and corresponding plaintexts that he has learnt over a period of time. In future, 
when an attacker gets the ciphertext, he refers the dictionary to find the corresponding 
plaintext. 
Brute Force Attack (BFA): In this method, the attacker tries to determine the key by 
attempting all possible keys. If the key is 8 bits long, then the number of possible keys is 28 = 
256. The attacker knows the ciphertext and the algorithm, now he attempts all the 256 keys 
one by one for decryption. The time to complete the attack would be very high if the key is 
long. 

Birthday Attack: This attack is a variant of brute-force technique. It is used against the 
cryptographic hash function. When students in a class are asked about their birthdays, the 
answer is one of the possible 365 dates. Let us assume the first student's birthdate is 3rd Aug. 
Then to find the next student whose birthdate is 3rd Aug, we need to enquire 1.25* √365 ≈ 25 
students. 



Similarly, if the hash function produces 64 bit hash values, the possible hash values are 
1.8x1019. By repeatedly evaluating the function for different inputs, the same output is expected 
to be obtained after about 5.1x109 random inputs. 

If the attacker is able to find two different inputs that give the same hash value, it is 
a collision and that hash function is said to be broken. 

Earlier Cryptographic Systems 

Before proceeding further, you need to know some facts about historical cryptosystems − 

 All of these systems are based on symmetric key encryption scheme. 

 The only security service these systems provide is confidentiality of information. 

 Unlike modern systems which are digital and treat data as binary numbers, the earlier 
systems worked on alphabets as basic element. 

These earlier cryptographic systems are also referred to as Ciphers. In general, a cipher is 
simply just a set of steps (an algorithm) for performing both an encryption, and the 
corresponding decryption. 

Caesar Cipher 

It is a mono-alphabetic cipher wherein each letter of the plaintext is substituted by another letter 
to form the ciphertext. It is a simplest form of substitution cipher scheme. 

This cryptosystem is generally referred to as the Shift Cipher. The concept is to replace each 
alphabet by another alphabet which is ‘shifted’ by some fixed number between 0 and 25. 

For this type of scheme, both sender and receiver agree on a ‘secret shift number’ for shifting 
the alphabet. This number which is between 0 and 25 becomes the key of encryption. 

The name ‘Caesar Cipher’ is occasionally used to describe the Shift Cipher when the ‘shift of 
three’ is used. 

Process of Shift Cipher 

 In order to encrypt a plaintext letter, the sender positions the sliding ruler underneath the 
first set of plaintext letters and slides it to LEFT by the number of positions of the secret 
shift. 

 The plaintext letter is then encrypted to the ciphertext letter on the sliding ruler 
underneath. The result of this process is depicted in the following illustration for an 
agreed shift of three positions. In this case, the plaintext ‘tutorial’ is encrypted to the 
ciphertext ‘WXWRULDO’. Here is the ciphertext alphabet for a Shift of 3 − 

 

 On receiving the ciphertext, the receiver who also knows the secret shift, positions his 
sliding ruler underneath the ciphertext alphabet and slides it to RIGHT by the agreed 
shift number, 3 in this case. 

 He then replaces the ciphertext letter by the plaintext letter on the sliding ruler 
underneath. Hence the ciphertext ‘WXWRULDO’ is decrypted to ‘tutorial’. To decrypt 
a message encoded with a Shift of 3, generate the plaintext alphabet using a shift of ‘-3’ 
as shown below − 

 

Security Value 

Caesar Cipher is not a secure cryptosystem because there are only 26 possible keys to try out. 
An attacker can carry out an exhaustive key search with available limited computing resources. 

Simple Substitution Cipher 

It is an improvement to the Caesar Cipher. Instead of shifting the alphabets by some number, 
this scheme uses some permutation of the letters in alphabet. 



For example, A.B…..Y.Z and Z.Y……B.A are two obvious permutation of all the letters in 
alphabet. Permutation is nothing but a jumbled up set of alphabets. 

With 26 letters in alphabet, the possible permutations are 26! (Factorial of 26) which is equal to 
4x1026. The sender and the receiver may choose any one of these possible permutation as a 
ciphertext alphabet. This permutation is the secret key of the scheme. 

Process of Simple Substitution Cipher 

 Write the alphabets A, B, C,...,Z in the natural order. 

 The sender and the receiver decide on a randomly selected permutation of the letters of 
the alphabet. 

 Underneath the natural order alphabets, write out the chosen permutation of the letters of 
the alphabet. For encryption, sender replaces each plaintext letters by substituting the 
permutation letter that is directly beneath it in the table. This process is shown in the 
following illustration. In this example, the chosen permutation is K,D, G, ..., O. The 
plaintext ‘point’ is encrypted to ‘MJBXZ’. 

Here is a jumbled Ciphertext alphabet, where the order of the ciphertext letters is a key. 

 

 On receiving the ciphertext, the receiver, who also knows the randomly chosen 
permutation, replaces each ciphertext letter on the bottom row with the corresponding 
plaintext letter in the top row. The ciphertext ‘MJBXZ’ is decrypted to ‘point’. 

Vigenère Cipher 
 Difficulty Level : Medium 
 Last Updated : 02 Nov, 2021 

Vigenere Cipher is a method of encrypting alphabetic text. It uses a simple form 
of polyalphabetic substitution. A polyalphabetic cipher is any cipher based on substitution, using 
multiple substitution alphabets. The encryption of the original text is done using the Vigenère 
square or Vigenère table. 
  
 The table consists of the alphabets written out 26 times in different rows, each alphabet 

shifted cyclically to the left compared to the previous alphabet, corresponding to the 26 
possible Caesar Ciphers. 

 At different points in the encryption process, the cipher uses a different alphabet from one of 
the rows. 

 The alphabet used at each point depends on a repeating keyword. 
Example:  
  
Input : Plaintext :   GEEKSFORGEEKS 
             Keyword :  AYUSH 
Output : Ciphertext :  GCYCZFMLYLEIM 
For generating key, the given keyword is repeated 
in a circular manner until it matches the length of  
the plain text. 
The keyword "AYUSH" generates the key "AYUSHAYUSHAYU" 
The plain text is then encrypted using the process  
explained below. 
Encryption  
The first letter of the plaintext, G is paired with A, the first letter of the key. So use row G and 
column A of the Vigenère square, namely G. Similarly, for the second letter of the plaintext, the 
second letter of the key is used, the letter at row E, and column Y is C. The rest of the plaintext is 
enciphered in a similar fashion.  
  



 

Digital data is represented in strings of binary
cryptosystems need to process this binary strings to convert in to another binary string. Based 
on how these binary strings are processed, a symmetric encryption schemes can be classified in 
to − 

Block Ciphers 

In this scheme, the plain binary text is processed in blocks (groups) of bits at a time; i.e. a block 
of plaintext bits is selected, a series of operations is performed on this block to generate a block 
of ciphertext bits. The number of bits in a block is fixed.
AES have block sizes of 64 and 128, respectively.

Stream Ciphers 

In this scheme, the plaintext is processed one bit at a time i.e. one bit of plaintext is taken, and a 
series of operations is performed on it to generate one bit of ciphertext. Technically, stream 
ciphers are block ciphers with a block size of one bit.

 
https://www.tutorialspoint.com/cryptography/modern_symmetric_key_encryption.htm
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Digital data is represented in strings of binary digits (bits) unlike alphabets. Modern 
cryptosystems need to process this binary strings to convert in to another binary string. Based 
on how these binary strings are processed, a symmetric encryption schemes can be classified in 

s scheme, the plain binary text is processed in blocks (groups) of bits at a time; i.e. a block 
of plaintext bits is selected, a series of operations is performed on this block to generate a block 
of ciphertext bits. The number of bits in a block is fixed. For example, the schemes DES and 
AES have block sizes of 64 and 128, respectively. 

In this scheme, the plaintext is processed one bit at a time i.e. one bit of plaintext is taken, and a 
series of operations is performed on it to generate one bit of ciphertext. Technically, stream 
ciphers are block ciphers with a block size of one bit. 

ttps://www.tutorialspoint.com/cryptography/modern_symmetric_key_encryption.htm

 

digits (bits) unlike alphabets. Modern 
cryptosystems need to process this binary strings to convert in to another binary string. Based 
on how these binary strings are processed, a symmetric encryption schemes can be classified in 

s scheme, the plain binary text is processed in blocks (groups) of bits at a time; i.e. a block 
of plaintext bits is selected, a series of operations is performed on this block to generate a block 

For example, the schemes DES and 

In this scheme, the plaintext is processed one bit at a time i.e. one bit of plaintext is taken, and a 
series of operations is performed on it to generate one bit of ciphertext. Technically, stream 

ttps://www.tutorialspoint.com/cryptography/modern_symmetric_key_encryption.htm  



 
Hash Function: 

Hash functions are extremely useful and appear in almost all information security applications. 

A hash function is a mathematical function that converts a numerical input value into another 
compressed numerical value. The input to the hash function is of arbitrary length but output is always of 
fixed length. 

Values returned by a hash function are called message digest or simply hash values. The following 
picture illustrated hash function – 

 

 

Features of Hash Functions 
The typical features of hash functions are − 

 Fixed Length Output (Hash Value) 

o Hash function coverts data of arbitrary length to a fixed length. This process is often 
referred to as hashing the data. 

o In general, the hash is much smaller than the input data, hence hash functions are 
sometimes called compression functions. 

o Since a hash is a smaller representation of a larger data, it is also referred to as a digest. 

o Hash function with n bit output is referred to as an n-bit hash function. Popular hash 
functions generate values between 160 and 512 bits. 

 Efficiency of Operation 

o Generally for any hash function h with input x, computation of h(x) is a fast operation. 

o Computationally hash functions are much faster than a symmetric encryption. 

 

 
Popular Hash Functions 
 

Let us briefly see some popular hash functions − 

Message Digest (MD) 

MD5 was most popular and widely used hash function for quite some years. 



 The MD family comprises of hash functions MD2, MD4, MD5 and MD6. It was adopted as 
Internet Standard RFC 1321. It is a 128-bit hash function. 

 MD5 digests have been widely used in the software world to provide assurance about integrity of 
transferred file. For example, file servers often provide a pre-computed MD5 checksum for the 
files, so that a user can compare the checksum of the downloaded file to it. 

 

 In 2004, collisions were found in MD5. An analytical attack was reported to be successful only 
in an hour by using computer cluster. This collision attack resulted in compromised MD5 and 
hence it is no longer recommended for use. 

Secure Hash Function (SHA) 
Family of SHA comprise of four SHA algorithms; SHA-0, SHA-1, SHA-2, and SHA-3. Though from 
same family, there are structurally different. 

 The original version is SHA-0, a 160-bit hash function, was published by the National Institute 
of Standards and Technology (NIST) in 1993. It had few weaknesses and did not become very 
popular. Later in 1995, SHA-1 was designed to correct alleged weaknesses of SHA-0. 

 SHA-1 is the most widely used of the existing SHA hash functions. It is employed in several 
widely used applications and protocols including Secure Socket Layer (SSL) security. 

 


